MESSAGE CLASSIFICATION DATASHEET - MILITARY

Military Classification and

Marking Solutions for Email

Sharing of information is critical to national and international security. To
enable effective and secure information sharing, military organizations
have historically relied on classification markings. But without a tool to
enforce classification and automate the application of markings, users
apply markings inconsistently and incorrectly. This hinders information
sharing, and increases the risk of data spillage and inadvertent disclosure.

Titus Message Classification™ is an easy-to-use classification & policy
enforcement tool that ensures every Microsoft Outlook and Outlook
Web Access email is classified and protectively marked before it is
sent. The solution enables users to apply uniform, consistent, and
comprehensive markings to emails - with little or no knowledge of
regulatory marking standards. By ensuring properly marked emails, the
solution helps to promote cross-domain sharing and reduce spillage of
classified and sensitive information.
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Military-compliant classifications in Outlook 2007
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Highlights

Titus Message Classification is an email
labeling solution for Microsoft
Outlook® and Outlook Web Access®
that can force users to select
classifications before sending an email.

Based on these labels, the software can:

« Apply consistent, standards-
compliant visual markings

- Stop email spillage by automatically
verifying recipients

« Checks attached documents to
ensure email classification is the
same or higher

- Generate metadata to enable
information sharing through
cross-domain guards

Try it!

Request a free trial or view a demo at
www.titus.com/software/
message-classification/message-
classification-outlook.php

System Requirements

Titus Message Classification works with
Microsoft Outlook 2003, 2007, and 2010
and Microsoft Exchange® 2003, 2007,
and 2010.

Complementary Titus Products

Document Classification™ provides
classification and labeling for Microsoft
Office® Word®, Excel®, and PowerPoint®
documents.
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Message Classification Features and Benefits - Military

Classification Selector Prompts users to classify all emails, meeting requests, and tasks. Supports marking standards such
as CAPCO, CUI, NATO, UK HMG Security Policy Framework, and the Australian Email Protective
Marking standard.

Label Marker Applies military-compliant visual markings in the email subject line and message body to

clearly identify the sensitivity of the information.

Portion Marker Applies classifications to individual portions of a document, and reflects the highest portion
marking in the document’s overall classification.

Metadata Generator Creates metadata that can be used to reduce spillage of classified information.

Content Validation Scans email and attached documents for sensitive content after the user clicks Send, and
enables user remediation by highlighting potential problems within the message. One of the
remediation options allows users to automatically redact sensitive content out of the email.

Policy Verifier Prevents data spillage by examining email for policy violations before the email leaves the
desktop. This feature ensures that sensitive or classified email is not sent to the wrong people
or domains, and provides instant feedback so that the sender can correct any problems.

Security Enabler Adds an extra layer of security by automatically encrypting, signing, or RMS-protecting sensitive
emails. This optional feature requires S/MIME certificates or Microsoft Active Directory Rights
Management Services®.

Administration Enables organizations to centrally configure and deploy their classification labels and policies.
Logging and Reporting Provides insight into policy violations and potential information leakage.
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Guided classification makes it easy for
users to select the correct labels
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