Certus Software

SOLUTIONS

01. CLOUD SOLUTION

P

Use the certified data
erasure software on your
local target computer and
manage erasure licences,
erasure reports and
hardware audit data in the
cloud.

Is your IT prepared
for the GDPR?

02. OFFLINE/PXE SOLUTION

(>

Use the certified data
erasure software offline on
your local target computer:
You can manage erasure
licences, erasure reports
and hardware audit data.

YOUR EXPERTS FOR

CERTIFIED DATA'ERASURE

ADVANTAGES

03. DATA ERASURE MACHINES

A universal hardware
solution to erase several
HDDs in 19” racks using a
hot-plug hard drive unit.
Independent, ready to use
data erasure machinery.

With the new General Data Protection
Regulations (GDPR) coming into force from

May 2018, you have a legal obligation to
make sure that any unwanted or unused
personal data you have on any storage

EU provider

The best data erasure supplier in
Europe.

Common Criteria EAL3+

Certified data erasure in
accordance with Common Criteria
guidelines.

Reporting

Individual, adaptable audit and
hardware reporting and more.

Offline

Erasure possible without internet
access. Or using a data erasure
machine.

media is securely erased and that you have
evidence to support this.

24/7 Support
Certus Software has the entire infrastruc-
ture needed to deal with this matter and
ensure compliance with the GDPR.

You can access our support
hotline by telephone, email or
using the ticket centre.

@000

Various pricing models Admin Tool

' Free trial access v/ Centralised management of licences and clients

. ~ Transparent job creation, allocation and order process-
/ Price per Erasure ing
/ Contract pricing that includes long term price ' Automatic software updates
guarantee & monthly payments

+/ Real-time data and business intelligence

+/ Enterprise Solutions: a custom made pricing model
+/ Implementation into your existing system landscape
+/ Individually adjustable erasure, audit and hardware

reporting
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SECURE, COMPLETE, SIMPLE

- DATA ERASURE GDPR-COMPLIANT

Certus Software

Technical specifications

+/ Up to 200 HDDs erased simultaneously
+/ Both BIOS & UEF! type host

«/ Block devices supported by the erasure engine:
SSD, IDE, SATA, SCSI, SAS, Fiber Channel, USB
and RAID volumes

+/ Additional customized level of erasure verification
supported from 1% to 100%

«/ Supported erasure patterns (13):
* Standard Overwrite
* British HMG 155 Baseline
* Russian GOST R 50739-95
“NSA 130-2
* British HMG ISS Enhanced
“US DoD 5220.22-M
“*NCSC-TG-025
*Navso P-5329-26
* US Air Force 5020
* Bruce Schneier
* Canadian OPS- 11
* German VSITR
* Gutmann Algorithm

Secure Audit & Reporting

+/ Generated and securely transmitted erasure reports:
PDF, XML, HTML, XLS

/ Certified mechanism for data integrity checking during
transmission

' Certified erasure events auditing mechanism
Embedded erasure verification tool (hexviewer) to
visually check the erasure results directly on the block
device

+/ Dual option for erasure report delivery: on directly
attached storage device (USB drive) or to remote
management server

Information Security Certification

 Common Criteria (ISO/IEC 15408) EAL3+

« The product was evaluated according to an
Evaluated Assurance Level which corresponds to
a package of security assurance requirements
(SAR) covering the complete development,
delivery and support phases, with a precise level
of strictness (depth & rigor). Moreover, it is
increased with ALC_FLR (Flow Remediation)

ADD CERTUS SOFTWARE TO YOUR PORTFOLIO

We are breaking with conventional methods and treading new paths, as we

develop solutions from practice for practice.

CERTUS

a |National Cyber
Security Centre

a part of GCHQ

As a Certus business partner, you can
expand your portfolio and increase your
* o sales. Benefit from our reseller prices,
C E RTI FI E D distributor-specific support and the oppor-
tunity to collaborate on the development of
* * the software. We will also provide support
< RTN?*Q\ in the form of a marketing kit.
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